ACL Access control list-Practical

Step 1- Open Packet Tracer & network device and assign ip as shown in below image

Note- use DCE cable to connect router
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Step 2- Configure Network on Router

Router 1
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ACL Access control list-Practical

HOOCEr-eIn
Routerrenable

Routerfcont

Routerfconfigure

Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CHNTL/Z.
Router {config) #int

Router(config) #interface £al/0

Router{config-if)#ip add 10.0.0.10 255.0.0.0

Router (config-if) #no shut

Router (config-if)#
$LINE-S5-CHANGED: Interface FastEthernet(/0, changed state to up

ELINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/0, changed state t
o up

Router (config-if) #int

Router (config-if) #intter

Router (config-if) #int s0/1/70
Router{config-if)#ip add 20.0.0.1 255.0.0.0
Router (config-if) #no shut

SLINE-5-CHANEED: Interface Seriall/1/0, changed state to down
Router (config-if) g

Router (config-if) #clock rate €4000

This command applies only to DCE interfaces
Router (config-if) #int s0/150

Router (config-if) #ip add 20.0.0.1 255.0.0.0
Router (config-if) #clock rate €4000

Router (config-if) #no shut

Router (config-if) fexit

Router {config) #router rip

Router (config-router) §network 10.0.0.0
Router (config-router) §network 20.0.0.0
Router (config-router) fexit

Router (config) g

Router 2

Routerren

RBoutergcon

Router#conf ¢

Enter configuration commands, one per line. End with CNHNTIL/Z.
Bouter (config) g

Router (config) #int £a 0/1

Router (config-if)#ip add 230.0.0.10 255.0.0.0

Router (config-if) #no shut

Router (config-if)#
$LINE-5-CHARNGED: Interface FastEthernetil/l, changed state to up

(LINEPROTO-5-UFDOWN : Line protocol on Interface FastEthernetd/s1l, changed state t©
o up

Router (config-if) #int sO0/1/0
Bouter (config-if)#ip add 20.0.0.2 255.0.0.0
Router (config-if) #no shut

Router (config-if)#
2LINE-5-CHRNGED: Interface Seriall/1/0, changed state to up

Router (config-if)#
(LINEPRCTO-5-UFDOWN: Line protocol on Interface Serialdys/1/0, changed state to up

Router (config-if) grouter rip

Router (config-router) gnetwork 20.0.0.0

Router (config-router) gnetwork 30.0.0.0

Router (config-router) §%IF-4-DUPADDER: Duplicate address 30.0.0_.10 on FastEthernet
0/1, sourced by 0010_.115D_12&2

Rcuter{ccnfig—rcuter)ﬂ

Step 3- Run the below command on Router 1 to set ACL



# Routerl4 - O x

Physical Config CLI

I0S Command Line Interface

Router=
Router=en
Routerfconf t©
Enter configuration commands, one per line. End with CHNTL/Z.
Router (config)#
Router(config) faccess list ?
% Unrecognized command
Router {config)faccess list?
% Unrecognized command
Router (config) $access
Router {config) gaccess-list ?
=l-59%5= IP standard access list
=<100-1595%> IP extended access list
Router (config) gaccess-1list 25 deny host 30.0.0.1
Router (config) #acce
Router {config) faccess-list 25 per
RBouter(config) $access-list 25 permit any
Router {config) #int £fa 0/0
Router {config-if) #ip access-g
Bouter (config-if) #ip access—group 25 out
Router (config-if) # W

Copy Paste

Step 4 — Now send the packet from pc2 to 10.0.0.0 network pc’s , you should get failed result.
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